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Abstract 
E-therapy is a new form of counselling that is arising the last years. E-therapy, cyber therapy, webcounseling, and Internet 
counselling are often used interchangeably. The question that arises on the ethical dilemmas since the licensing laws have not yet 
caught up with the rapid pace of technology. The salient ethical dimensions of e-therapy include competence, credentialing, 
informed consent, exceptions to confidentiality, as well as privacy and security limits (Corey, Corey, & Callanan, 2007). The 
informed consent (written and verbal) including the potential risks, consequences and benefits of telemedicine, or competence to 
practice, confidentiality, doing no harm, and on how terminations, interruption of service and payment arrangements need to be 
discussed. In addition, when using these technologies, it's important to conduct an initial assessment of each client to determine 
his or her appropriateness for telepsychology. Other factors to consider include making sure you have provided adequate 
emergency contact information in case your distance client faces a crisis, and ensuring that your patient's privacy and 
confidentiality are adequately protected by encrypting electronic transmissions and records. Furthermore the APA “Ethics Code 
applies to these activities across a variety of contexts, such as in person, postal, telephone, internet, and other electronic 
transmissions” (p. 1061). In other words, the ethical standards contain language designed for psychologists who provide services 
in person, via electronic media, or by other forms of communication.  
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1. Introduction 
As the years pass and the world evolves, so evolves and the profession of psychology. The profession of 
psychologist or psychotherapist can no longer be limited by geographical boundaries. Through researching and 
following the flow of things, in recent years we have experienced the e-therapy. There is no precise definition of the 
e-therapy, but includes any electronic contact or communication between the therapist and the client (e.g. from the 
occasional use of e-mail to schedule appointments to the use of real-time chat lines and videoconferencing to 
conduct individual, couple, or group counseling). When referring to the term e-therapy also uses the terms cyber 
therapy, web-counseling and internet counseling. It is remarkable that among them there is no the term 
psychotherapy, which implies the direct contact with the client. However, even in an e-therapy should be some 
ethical standards such as competence, credentialing, informed consent, exceptions to confidentiality as well as 
privacy and security limits (Corey, Corey, & Callanan, 2007). As early as the 1940s, the advantages of electronic 
recordings for analysis were noted by Carl Rogers (1942) and the 1960s saw several publications dealing with the 
possibilities of the then still emerging computer industry (Cogswell and Estavan, 1965; Weizenbaum, 1966; 
Cogswell et al., 1967). 
There are different forms of e counselling, telephone counselling, counselling though chatting, email 
exchange, video counselling, but also online counselling e.g. via skype. The major advantage of this process is that 
clients, who up to now hesitated to seek a psychologist's services, clients that were shy or found it hard to openly 
seek professional help, may find online consultation a friendly beginning. It is important to notice that Psychologists 
in the United States must be aware of the security and privacy risks of providing therapy online — both via email 
and video. They are governed by the Health Insurance Portability and Accountability Act (HIPAA), and in many 
cases, even more stringent state privacy laws. V ideo vendors who have gone on the record as being HIPAA 
compliant include companies such as Tandberg and Polycom, which have provided equipment to correctional 
facilities, schools, nursing homes, hospitals, clinics and other medical institutions for decades. Smaller, less 
expensive online video vendors also readily declare HIPAA compliance, including Vyzit, Vidyo, Visual Telehealth, 
and Damaka. Many of these services can start a video call on a smart phone, transfer it to a laptop and then to a 
desktop computer, all without dropping the call. However, free computer voice and video chat programs such as 
Skype and GoogleTalk, while used by some practitioners, have not yet been identified as HIPAA compliant.  
Another important aspect is the benefits of email therapy for clients who are unable to access face-to-face 
therapy. As suggested by Powell (1998) the flexibility of the service provision and the ability to access services 
ranked highest as the strongest advantages. Due to geographical reasons, for reasons of disability, or due to life 
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circumstances such as being in an abusive relationship where seeking treatment outside the home would be difficult. 
Most importantly Suler (1999) comments on the ability to ‘test the water’ before going into therapy, with online 
work serving as an initial step towards face-to-face therapy in a safe, possibly anonymous way. However, as stated 
with the other forms of distance therapy, it may also be the case that some clients prefer not to be with their therapist 
in a physical space at all and, in addition, some may even be better equipped to work with text rather than face to 
face. This is generally seen as the result of the client not having to ‘look someone in the eye’ when revealing 
sensitive material. There is also the matter of clients being able to be as comfortable as possible in their own space 
and working at their own pace, not necessarily constrained by the ‘therapeutic hour’. Emails can be composed, 
stored, revisited, reworked and sent at any time. Without the need to pay attention to the usual social norms of dress 
and timing, more time may be spent on the message’s meaning (Walther and Burgoon, 1992). The concept of 
making an appointment is made irrelevant in most email work, although, in practice, boundary issues mean that 
practitioners are well advised to see that the therapeutic contract states that emails will be replied to within a specific 
period of (for example) a week. 
Not surprisingly, due to geographical factors, the initial studies examining videoconferencing for therapy 
have mostly taken place in the USA, Australia and Scotland. These have tested a variety of models and therapeutic 
methods, including psychoanalysis (Kaplan, 1997), cognitive-behavioural therapy (Bakke et al., 2001), family 
therapy (Freir et al., 1999) and video-hypnosis (Simpson et al., 2002). In addition, a range of client groups have 
been involved, including children and families (Freir et al., 1999), adults (Simpson et al., 2001) and the elderly 
(Bloom, 1996). To date, there has been little investigation into whether certain client groups benefit more or less 
from videoconferencing-based therapies. However, so far, it has been found to hold potential for clients with a range 
of problems, including bulimia nervosa (Bakke et al., 2001), obesity (Harvey-Berino, 1998) and schizophrenia 
(Zarate et al., 1997). 
Different regulations and qualifications are required in order to practice between states in the USA and 
Australia, and between countries in Europe and elsewhere. It may be prudent to consult a legal specialist in order to 
ascertain responsibility and licensing procedures. Seeking client consent which specifies that they accept that all 
services received from the therapist are considered to be provided entirely at the therapist’s base may protect to 
some degree from clients who may sue on the grounds of non-residence (Seeman and Seeman, 1999). 
Reimbursement for services also becomes problematic across state and international boundaries. Private insurers 
have not yet agreed to pay for video therapy, and the difficulties which therapists may experience in obtaining 
reimbursement may lead them to avoid offering these services (Capner, 2000). Duty of care has also been 
highlighted as a potential area for liability, resulting from the establishment of a therapeutic relationship. Capner 
(2000) suggests that when therapists are working in collaboration with other clinicians at far sites, it is imperative to 
clarify professional boundaries at the outset for professional indemnity purposes. It may be considered unethical by 
some to offer therapy via videoconferencing at such an early stage, when there is a lack of controlled trials to show 
its efficacy. However, it may also be claimed that withholding therapy services from clients living in remote areas or 
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those who would prefer to work in this way when the technology is readily available may be equally unethical. It is 
therefore also recommended that client consent be sought on the grounds that there is a lack of evidence into the 
efficacy, reliability and validity of video therapy. Although concern may be expressed at the level of confidentiality 
of sessions, given that clinical information is being transmitted via videoconferencing, video therapy is likely to be 
more secure than face-to-face therapy, as there is usually less likelihood of being interrupted, and the probability of 
being able to break into between two and six ISDN lines is minimal due to the complexity of such an operation. 
 
2. The procedure 
 Each web-based service focus on the importance of informed consent, particularly as it relates to limits of 
privacy, exceptions to confidentiality and threats to security (Behnke, 2008). In adopting of the necessary ethical 
standards in an e-therapy should also be considered the limited scope of internet counseling, the inherent risks of 
internet counseling, the lack of a personal presence that limits the therapeutic relationship, the lack of social and 
nonverbal cues that limits diagnostic assessment, and the likelihood that internet counseling may be inappropriate 
for certain high risk groups (e.g. Internet addiction disorder). 
However, before the therapist start an e-therapy should be takes into account the following practical and 
therapeutic agents (Riemersma & Leslie, 1999). The therapist should hold at least a first face-to-face meeting with 
the client to identify and determine whether can use the e-therapy with this particular client. It is important before 
starting the e-therapy, the client to consult a doctor to rule out the any physical cause of a problem.  
Since the beginning of e-therapy the therapist should inform the client about the limits of privacy and 
confidentiality and the possible measures to be taken in case the confidentiality found in some risk. Also, it is good 
to have a plan in case of a fault in the equipment. Finally, but most importantly, the therapist should inform the 
client of possible measures to be taken in a clinical emergency (Riemersma & Leslie, 1999), especially about the 
limits of confidentiality. 
Different Accreditation bodies, have included a section for e-therapy on their code of ethics, but just a few 
would be presented  as they represent the baseline for the others: APA, NBCC and BACP.  
3. The APA Code of Ethics 
The growth and the development of technology in science and medicine are rapidly relative to the ethical 
and legal standards. There were several questions about the 2002 APA Ethics Code. More specifically, the questions 
focused on the absence of specific regulations regarding e-therapy, when the development of practice standards 
based technology was rapid. The answer to the questions was that the standards of the Code of Conduct applicable 
to all kinds of services, whether provided in person or by electronic transmission, or in some other way. 
At the Code of Conduct of 2002, the term electronic transmission divided and broken down into five 
different sections, to which set the ethical standards of such therapy. The ethical standards are designed in a 
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language that can support the therapies made by electronic transmission. However, there are no specific 
requirements for therapists who provide therapy through electronic transmission. All that relates at the APA (2002) 
Ethical Standard 4.02 (c) (Discussing the limits of Confidentiality) is: "Psychologists who offer services, products, 
or information via electronic transmission inform clients/patients of the risks to privacy and limits of confidentiality" 
(p.1066). 
4. The National Board of Certified Counselors 
On the opposite side is the National Board of Certified Counselors (NBCC; 2007) that developed specific 
ethical standards for therapists who provide their services through electronic form. The NBCC chooses to classify 
the patterns according to the need and convenience and includes a continuous supply of services or face-to-face, or 
telephone-based, or email-based, chat-based, or video-based. 
Also, the NBCC states that every therapist who provides services through electronic forms should disclose 
and on the website relevant credentialing organizations and state licensing boards. To avoid imposter concerns the 
therapist should verify somehow the identity of the customer. Moreover, the therapist should give some alternative 
way of communication with the customer in the event of a technical problem or when is off-line. 
Then the therapist should inform the client for the encryption process on the protection of privacy, the 
timeframe conserving of therapy data and the possible ways to address problems associated with the lack of optical 
components inherent in certain forms of electronic communication (e.g. email, chat). Last but not least, the therapist 
should determine the outset of the client's contact person in case of emergency (NBCC, 2007). 
In a survey that conducted by Heinlen, Welfel, Richmond, & Rak (2003) found that on 136 websites 
offering their services via email and chat rooms, there was a wide range on the credentials of benefits, a wide range 
of the remuneration of the provider, as well as non-compliance of websites to ethical standards laid down from 
NBCC. At this point to emphasize that in a second review carried out after 8 months they found that a large number 
of such websites was not working anymore. 
5. BACP : The Ethical principles of counseling and psychotherapy for the British Association for counseling 
and psychotherapy 
Principles direct attention to important ethical responsibilities. Each principle is described below and is followed 
by examples of good practice that have been developed in response to that principle.Ethical decisions that are 
strongly supported by one or more of these principles without any contradiction from others may be regarded as 
reasonably well founded. However, practitioners will encounter circumstances in which it is impossible to reconcile 
all the applicable principles and choosing between principles may be required. A decision or course of action does 
not necessarily become unethical merely because it is contentious or other practitioners would have reached 
different conclusions in similar circumstances. A practitioner’s obligation is to consider all the relevant 
circumstances with as much care as is reasonably possible and to be appropriately accountable for decisions made. 
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1. Being Trustworthy: honoring the trust placed in the practitioner (also referred to as fidelity) 
2. Autonomy: respect for the client’s right to be self-governing 
3. Beneficence: a commitment to promoting the client’s well-being 
4. Non-maleficence: a commitment to avoiding harm to the client 
5. Justice: the fair and impartial treatment of all clients and the provision of adequate services 
6. Self-respect: fostering the practitioner’s self-knowledge and care for self 
The BACP guidance on good practice states that the diversity of settings within which counselling and 
psychotherapy services are delivered has also been carefully considered. These services may be provided by the 
independent practitioner working alone, one or more practitioners working to provide a service within an agency or 
large organisation, specialists working in multidisciplinary teams, and by specialist teams of counsellors and 
psychotherapists. Most work is undertaken face to face but there are also a growing number of telephone and online 
services. Some practitioners are moving between these different settings and modes of delivery during the course of 
their work and are therefore required to consider what constitutes good practice in different settings. All 
practitioners encounter the challenge of responding to the diversity of their clients and finding ways of working 
effectively with them. This statement therefore responds to the complexity of delivering counselling and 
psychotherapy services in contemporary society by directing attention to essential issues that practitioners ought to 
consider and resolve in the specific circumstances of their work. 
No distinction is made for the online services, but the same code of Ethics applies to all settings.  
 
 
6. Conclusion 
The range of electronic services encompassed what has become variously known as Internet counseling. A therapist 
could be considered as an e-therapist, if for example receiving or sending to the client email or planning the 
appointments electronically. Doverspike and Hahn (2008) created a list with Top 10 risk management 
recommendations if one wishes to provide its services online. More specifically, the list includes:  host an 
information only website, host an interactive website, receive email messages only, send or exchange email 
messages, schedule appointments electronically, provide other online services, consult with colleagues 
electronically, submit insurance claims electronically (Doverspike, 2008).  
However, for a therapist to be certain for the legal aspect and the guidelines regarding the services he/she 
provides, reference to the national professional association and the Code of Ethics and Good practice, is necessary 
and non negotiable issue, not only for the effectiveness of the session, but also for the ethical and legal boundaries 
that are involved. As technology improves, and plays a more important role in everyday life, different aspects will 
be arisen and more questions and answers will be required by the Professionals bodies for the integrity of clients and 
therapists. 
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